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2 MAIAIE
SRR N RTIR b 1 B 4 s

192.168.20.10-20 192.168.20.1 . 192.168.10.1 192.168.10.10
el Forto, Port2 ﬁ— part3, Portn ——|

3z, 361Avalanchez 700 32,37 Avalanchez 700
32.39:MetsreenPW

Client Side Server Side

W 28 it A
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3 BT AR

7E Avalanche Commander HT & I H « T AWK A & ThrestEx 19K, AT AAE %
# “Add ThreatEx profiles to New Project” .

@ New Project... - Step 1 of 1 ﬂ

Select name and location for your new project,

Enter a name Far the project and the lacation of a directary where it should be
stored, The directory will be created if it does not already exisk,

Project Mame |TCF'_rate

Directory IE:'l,.ﬁ.valanche'l,SDD'l,TCP_rate Browse |

[~ &dd ThreatEx Profiles bo Mew Project. &

= Back Mfext = Finish Cancel

Bt — AR . VI REAE Step 3 I ZE % $% Device MK, Step 4 E1EFE Advance.

#® New Test... - Step 3 of 4 ﬂ

Select the general category of test you wish to create.

" Application -- &valanche emulates clients only.

{+ Device -- Avalanche emulates both clients and servers.;

" Warksuite -- Avalanche iterates over other test bypes,

W&%@

Client / Topology Emulation Senrer { Topology Emulation

& Drevice Test is designed to run through one or more network devices, &walanche emulates both the
cliants and the servers in the test, while the device under best sits in the middle,

< Back Mext = Finish Cancel
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4 HH HTTPERNELHELE

4.1 #SL Action
7f Client>Actions ~, A B “Actions 1”7 , & 4:

“1 get http://192.168.10.10/index.html”

_/ C"EI'I'IXServer\Q Cankerk Files\Q Nntes\a Run\a Results
LIB* Actions ", PrDFiles\{ Netwurk\i Subnets\Q F'l:urts\ﬂ Associations

Select an Actions List to Edit: I.ﬂ.ctin:nns_l 2* Q | | 'E' | % |

actions

10 20 30 40 sa gL /o E

PRI IS U TN SR U U N NS A | 1
3 et http: /192,165, 10, 10 ndex . hitm
‘Hl

i I T M)

4.2 ¥Shn% P Profiles
7t Client>Profiles &, EFFrat, G “User 17 HIRLHE .

J{ Client Server\< Conkent Files\< Natesw Results

Profiles Netwnrk\"r\ SUbnEtS\‘[\ Ports\ﬂ Associakions

Select a User Profil to £t [Lser_t e )| | a | & |

Preload Walues From ILIser Defined Browser LI

Maximurn Connections Per Server |2

Unlimited Maxirmum Connections Per SimUser [+

Maximurn Connections Per SimUser |65535

Maxirnurmn Requests Per Conneckion ISD

HTTP Protocol Level T HTTRA1.0 [ Keep Alive

a
i}
15
=
a
=
[
&
=
=
Is

% HTTP/1.1 |¥ Persistence

HTTP Ripelining [T Enable [~ Proxy Pipelining;  Max., Requests |2

|Jser-Agent Header I

STC-L47-300-0401-01-CN
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4.3 &3 Client Network 2%
fiiJ1] “Piggyback Get Requests” {if get %K F1 ACK kI & JIF

J( C"Eﬂt\ﬁerver\{ Cantent Files\i Nutes\{ Run\‘f\ Resulks
/,.- Lu:uau:ls\< F'.u:tiu:uns\{ Profiles { Metwork £ Subnets\i F‘u:urts\‘f\ Associakions

Miscellaneous Parameters
Enable Round Robin DS [ Fairness Threshold I214?48364? bytesisec/conneckion

IGMP Version |2 - I IP Fragment Reassembly Timer ISIIIIIIIZIIII milliseconds

Proxy Parameters

Enable Persistence [+ Maxirnurn Transackions 100 per connection

Enable Proxy Header [ Maximum Conneckions I per client
Enable Proxy Client [~ Promy Server IP Address I
Prozy Server Pork Mo, I

TCP Parameters

IPY4 Maximum Segment Size IW brytes Enable Congestion Conkral v

IPYG Maximum Seament Size & IW brytes Override Internal Timeouk Calculation [ with W ms.
Feceive Window IW brytes Retries |2

Delayed Acks [ Inackivity Timer ,-{III ms.
Delayed Ack Timeout 200 ms. Figgvback Get Requests v E'-ITTF' 2l

Delayed Ack Bytes W brytes Enable TCP Part Randomization

Swskem Pork Range

Lower Bound |1I324
Upper Bound |65535

VE I
(1) IZIHAE T E N B S
(2) AR AR ANE R 2253, nT LGl Trail-Run R RS L

(3) NetWork FIEAZ 4 RS%, MEEPMIRISE: mILernE haekss, RLER
— AN H A, —A> Action Bi# Profile m] LAk 2 N1 51
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4.4 INZ g Subnet,

1E Client>Subnet FZSIN% 7 i W28 Hidik “subnet_0000” , JFeE k.

_f Client Server\i Content Files\ﬁ Notesw Results

‘Jr Loads\Q nctinns\ﬁ Profiles\Q Networky Subnets Ports\Q Associations

4.5 HINE vl O

Show Subnet Profiles using: (* IPv4 IPwE @ [ van [ Mac [ IPSec @
Subnet Mame | IP Address (Range) Metmask Metweark Default Gateway I Gatewway LAddress Randomize IP
Detault [ 192.168.43.2-192.168.43 254 24 192.165.43.0 ] | [
subnet_0000 + 192.168.20 10-192.168.20.20 24 192168.200 s 3 * 192165201 -
-
Selected Range: subnet_0000 (1) Frevious | et | Apply 1 +Qdd Subret Delete Subnet

1F Clinet>Ports Tl FiL$£: “Add Port” , ¥shN% 2 v (KR 11 .

_f Client Server\i Content Files\i Notesm Resulks

Part Gratuitous ARP

f Loads\Q .ﬂ.ctions\Q PrnFiIes\Q Network\i SUbnetsY Ports ™. Associakions
M

Yirtual Router

DOos

Test DNS

10.61.32.36:0,0 Il
2=

Dizahbled

i

STC-L47-300-0401-01-CN
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4.6 MNP umkEr.
1F Client->Associations L[] Fit#¢ “Add Asso...” , MKIKEFE 4.1-4.5 TP AT 65 .
R

J{ Clignt Server\< Cankenk Files\< Notesm Results
{ Loads™{_actions ™ Profiles “_network ™_Subnets Ports\f Associations

Load Profile Type: User Based % Global Global Profile Mame: IDeFauIt vl

Enakil=r! | Action Profile Weight (Percentas . | Port Subnet

[ 2* Actions_1 3 + User_1 100 (100)4 + 10,6132 3600 5 + subnet_0000 ([Pv4)

Generate Flat subnets 1 * Add Assa, Delete Assa,

4.7 WS wWECE.
7t Server>Profiles T N4k “Server 17 Helk. EF “RST” KM,

SEWEFKCDntent Files\{ Nutes\i Run\ﬁ Results
! Prafiles 4 Transactinns\i .ﬁ.uthenticatinns\ﬂ Netwurk\Q Subnets\i F‘u:urts\{ Associations

Select a Server Profile bo Edit: IServer_l "I Q | | 'El | % |

—aeneral

Descripkion I
Type |HTTP |

—_onnecktion Propetties

Port IBIZI Enable GRE I Connection Termination
TS (Hesx) I Igniote ARP Requests [ Clase Tirmeouk

M35 I

STC-L47-300-0401-01-CN 8
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4.8 WMk subnet,
1E Server>Subnets NS4 4 “subnet_0000” FRIRIEL, % B 1EAHM M 2%,

Server . Content Files “{_Motes “ Run ™%, Results

f PrnFiIes\i Transactions\i Authentications\Q Network}x Subnets Ports\ﬁ Azsociations

Show Subnet Profiles using: & IPv4  ( IPv6 @ [ wan [~ Mac [ IPSec @
Subnet Mame Metmask Metweork Cefault Gateway Gatevvay Address
Default 24 19216510 r
2* subnet_0000 24 192165100 v 192.165.10.1
a“w
Selected Range: subnet_0000 (1) Brevious | [det: | Apply 1 * Add Subnet Delets Subnet

4.9 SRk S vk O
7E Server>Ports T, A AR S5 s hn ik i

Server . Content Files “(_Notes “C_Run “{_Results

f ProFiIes\Q Transactions\ﬁ .ﬂuthentications\Q Network\Q Subrets | Ports ™. assaciations

Port Gratutous ARP Wirtual Router

[ 2+ 1061 323700 v Disabled

1 * Add Port Deleke Port Add Multiple Parts

STC-L47-300-0401-01-CN 9
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4.10 BIMAR S 5 < EX o
1E Server->Associations N INoRER, FEAKIKIEH: 4.6-4.9 2LERP T L IXT S . 1E IPV4
Address Range #', 5 “192.168.10.107 11 4 A4 %% (1 Hudik:

server “{_ Contert Fles {_ Motes “_Run “{_Results

f’ ProFiIes\Q Transactions\Q .ﬂuthentications\Q Network\i Subnets\< Ports | Associations
RowylD I Profile I Port I Subnet IPvd Address Range Mac Address Range IPv6 Address Range

1 | Server? 10061.32.3%0 0 =subnet_0000 (IPswd) 1921651010
1+ >3 A

411 WiFfRCE
HEFE Trail-Run SRIGIERC & A2 75 IEAf

# Avalanche Commander

Flle Tools Administration Help

| & T D W & 2]
Projects f Client\< Server\< Cantent Files\ﬁ Notestesults

=< TP rate [ Canfigure )| Menitor
e e =

Test Stages Test Stages
Test Stopped Test Stopped
Transactions TCP Connections
2+ Attempted: 1 Per second: i}
Successful. 1 Cpen: 1}
Unsuccessful; 0 Closed with error: 0
Aborted: 0 Closed with reset: 1
Clozed no errar: 0
Time

HTTP Transactions

Elapsed:  00:00:01
Remaining: 00:00:00 Per Sec: 0

Time

Elapsed: 00:00:04

Client Stats Server Stats Event Logs

STC-L47-300-0401-01-CN 10
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4.12 Bie'E Load Sis R ME
i | Connection/s A 77 34T I

General

Specification

Default Time Scale ISechds

Randaorn Seed [

o

e BT HTTP A HTTPS MR LL A, #FN 4% A SimUsers 5%3# SimUsers/sec.

TRATT L A 5 £ (R P REAE 1500 oA, RDMERATTREAT Tl T (A0 B

BB 0, ik

Bro WAZMHER
Brig; 44 Cisco
Span Tree B % 5
I, TR B

A 30 AP EREA

BB 1, eI
B, WEERAER
771300, ik &ALE
L I ) Pk B2 K
Ho

BrBL2, BrBiE

B, BB
Ao B, 4
DT BB IR

B

WrBE 3, 4EdRi

B, AEIE AR

I PREAVNE S TN
60 #PEi A |

BB 4, BB
Bt AR BORE I
ipIP

~Phase Editor

Time Scale m
Repetitions ll—
Height IEI—
Rarnp Time lD— sec,
Steady Time IS— sec,
Peind l— SEL,

Curation 5 sec,

Label

Pattern

il IU_ Add | Remove

~Phase Editor

[-Phase Editor

Label

Time Scale m
Repetitions ll—

Pattern

Height IF

Rarp Tirme: lm— seC.
Steady Time IU— sec,
Pesiod l— SEL,
Duration 10 sec.

ﬂ ll— Add Remove

Phase Editor

Label Skair Step
Pattern Stair = I

Time Seale | Defaulk vl
Repetitions |4

Height 100

Rarnp Time: ll— sec,
Steady Time IIU— sec,
Perind l— SEL,
Curation 44 sec,

il lz_ Add | Remove

Label Steady State
Pattern Stair =

Time Seale  Default -
Repetitions |1

Height IEI—

Rarnp Time lD— sec,
Steady Time |4El— sec,
Peind l— SEL,
Curation 40 sec,

IS_ _}I Add Remove

Phase Editor

Label Ramp Down
Pattern Flat hd

Time Scale | Defaul: hd
Repetitions. |1

Height IU—

Rarp Tirme: lﬂ— seC.
Steady Time IZU— sec,
Pesiod l— SEL,
Duration 20 sec.

ﬂ |4— Add Remove

EFHZAT “Run”

| & &

Trail-Run. BUFIETT.

STC-L47-300-0401-01-CN
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R EMAGE R, W LIP3 B % (R B OB g ) 11 1550 /i .

f Client\ﬂ Server\f\ Zonkent Files\‘r\ Nu:utesj{ R'—"‘I\Results
Manitor

Test Stages Test Stages
QWOOVWO VOOVWY
Test Stopped Test Stopped

Transactions TCP Connections

Attempted: 169014
Successful 139024
Unzuccessful: 29930
Abarted: 1]

Per second: ]
Open: 1868
Clozed with errar. 36636
Clozed with reset. 155408
Clozed no errar: 0

Time
HTTP Transactions

Elapsed.  00:0210
Remaining: 000000 Per Zec: 0

Time

Elapzed; 00:0216

Server Stats Event Logs

__._* Client Stats

MBS T R s 4 IF kTR, Rl R e L4 AR BR
Client Statistics =1k

TCPatats | SimUsers | Fairmess | 1PSec | ste | g0z, twRapius | tmd | Timers | of | map4 | ciFsma | RTMP | RTMPT | vQaStreams | Sapee | SIPMG | ThreatEx
Detais | summary | Load | HTTP | Streaming | Multicast | FTP | PoP3 | SMTP | DNS | Telnet - DDOS | CRAUDP | CRYTCP | Natwork | Resource | PRP | FPPJPPPOE Table

Cumulative TCP connections Current TCP connections

200000 10000
160000 3000
120000 6000
Atkermpting Atkernpking
30000 — Estahlished 4000 —Established
40000 2000

0 0
00 00 L0000 000 3000 00 S000: 015 1000;01,;3000;01,5000;02; 10 00 00 1000:00;: 3000;00:5000;01:1000:01:3000;01,5000;02; 10

TCP connections | second TCP response times {msec)

2000 12000
1600 10000
3000
1200 _ .
Attempt TCP tfme to synjnck
—Estahlish B —TCP time to firsk byke
=0 — Estimated server proc time

4000
e 2000

] 1] g
00:00:10 00;00:30 00;00:50 00:01: 1000;01,30 00:01:50 00:02:10 00000 00;30;00;80;01;00:01:00,01:80:02:10

STC-L47-300-0401-01-CN 12
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FROCIGAR, wfRUEAS 2 9098, JFA SRR B, BLEIRATH S v . SRR f I TR 7E 60 7D
s K

VEE I

(1) DUT A3 I ok 75 ZEHDE A HE IR

(2) WAtk o 7 Bl A 0E, A ERZ
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5 WL
Q1. Avalanche 27 X FAES HTTP S8 TCP Frdik?
SR WATESZHEE 2 BIANHE HTTP Fgk ik ik, EA R 57k, 25 R

WA SR
Q2. BRI ) e K i A 55 2> 2
WRAE VLR T AR, PEREAFF . T2 KM 55 SCFF
Q3. WA A TEB BB A HERE?
BAV AT ERMERESE, — Bl I e & 3R AT

Action list HLAL 55 10 5AHIF 145 H . OCH client persistents, server ] Fin 5¢ 4,

STC-L47-300-0401-01-CN 14
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